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Agenda

A Introductions

A SecureState overview

A Need for improved incident response capability
A https://pollev.com/securestate

A Overview of the exercise:
I Sample incident response table top

A What your team should learn and your board should know
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Introductions

A Anthony Catalano i Associate Director, Management Consulting
I Healthcare and Technology Industries Owner
I 12 Years in Information Technology, 5 in Cyber Security
i CISSP, PCI QSA, HITRUST CCSFP

A Ty Smith i Associate Management Consultant

I Oversaw multiple Incident Response Tabletops at a Top 5
healthcare system

I Battalion Staff Officer (S6), Ohio National Guard
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Established in 2001, SecureState is a management
consulting firm specializing in risk management in

Information security.
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Need for Improved Incident Response Capability

A Major Cyberattacks On Healthcare Grew 63% In 2016

I Some 93 major cyberattacks affected major healthcare
organizations this year, up from 57 in 2015

I Among the largest attacks were those on Banner Health (3.6M
records), Newkirk Products (3.4M records), 215t Century Oncology
(2.2M records), and Valley Anesthesiology Consultants (0.88M
records)

A Stolen records are sold on the black market from $1.50 to $10 each.

I Due to the volume of records available, the price per record has
recently dropped ($500-$1000 per record)

I The falling price for stolen records is pushing scammers to try to
monetize their efforts in other ways, like ransomware-based attacks.
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Ransomware

Erie County Medical Center
systems still down 12 days after
massive cyberattack

~ . : The Byffalo-based haspital said nogpatjent recqrds have
hNRansomwar e IS t h e S n g l eoeen mlpro iséi,ﬁnlgsiillworlﬁngr'i):rest(éeég lar t o
healthcare data Security according to a recent functions and continues to operate without interruption.
report. This revealed that around 50 percent of O —— ¢ [o ] [ =

data security incidents from October 2015 to
September 2016 stemmed from healthcare
ransomware attacks.

The NTT Security 2017 Global Threat
Intelligence Report showed that healthcare
also contributed to nearly three-quarters of
ransomware attacks globally. Healthcare,
professional services, government, and retail
together accounted for 77 percent of

ransomware attacks. 0 o e e e o

News.

it

ECMC said the investigation found no patient records have been compromised.

*http://www.healthcareglobal.com/technology/2220/Ransomware-single-biggest-threat-to-healthcare-data-security


https://www.solutionary.com/threat-intelligence/threat-reports/annual-threat-report/ntt-security-global-threat-intelligence-report-2017/

lent were to happen today, how would you rate your understandi

urrent plan? (5 - | know exactly what to do; 1 - | really don't know
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Ransomware

A As many as 75 percent of U.S.
hospitals responding to a poll
could have been hit with
ransomware in the last year, and
a chunk of those might not even
know it.

I The average time for
detecting a breach is around
200 days
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If hackers encrypted your
hospital's patient data would you
pay the ransom to get it back?

4.90%

44.30%

50.80%

Yes ® NOo m Unsure

http://www.healthcareitnews.com/news/more-half-hospitals-hit-ransomware-last-12-months



likely do you think a successful ransomware attack is at your loca

Certain
Likely

Unlikely
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ecision were up to you, would you pay a ransom (roughly $20,000

access back to data?
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IR Tabletop 1 What is it and Why

A An IR Tabletop exercise is the process of simulating an event to
develop a high-level understanding of current cybersecurity
processes, and how information, alerts, and communication
traverses the environment.

A This exercise becomes a critical success factor in the development
and maintenance of a comprehensive, integrated, and security-
focused response plan.
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What does an IR Tabletop session look
like?

A Typically, each step of the tabletop process is aligned with the NIST Cyber
Security Framework (CSF) for Incident Response.

I They differ from IR tests, which focus on observing personnel during
a live incident, such as a penetration test.

AINJECTS are specially crafted variables that affect the scenario by
changing or evolving it entirely, or causing the exercise to spawn in
different directions.

AThe tabletop will test the organizat
on severity and impact, notify the appropriate individuals, collect artifacts,
escalate the event when necessary, and respond from both a technical and
organizational perspective.



